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Length: 1day

Audience

The target audience for this course is experienced IBM® Lotus® Domino® system administrators who have already
deployed a basic Lotus Domino infrastructure including servers, clients, mail routing, and replication and who are
responsible for configuring some of the existing Lotus Domino servers as Web servers.

Description

This course that covers configuring an existing IBM® Lotus® Domino® server to be a Web server including:
e Modifying configuration parameters
e Enabling Web security
e Configuring IBM® Lotus® Notes® and Non-Notes clients to access the Web server

The course does not cover installing and configuring a basic Lotus Domino infrastructure, or setting up mail routing
and replication

Prerequisites
The prerequisites for this course include completion of the following Lotus Domino courses or equivalent knowledge,
skills, and experience:

e IBM Lotus Domino 7 Operating Fundamentals

e Building an IBM Lotus Domino 7 Infrastructure

e Managing IBM Lotus Domino 7 Servers and Users (recommended)

Objectives
You will configure Web servers in an IBM® Lotus® Domino® 7 environment.

Topics Covered

Lesson 1: Configuring the IBM® Lotus® Domino® Web Server
Topic 1A: Starting the IBM® Lotus® Domino® Web Server

Topic 1B: Specifying IBM® Lotus® Domino® Web Server Settings
Topic 1C: Controlling Access to the Web Server

Topic 1D: Enabling Single Sign-On

Topic 1E: Controlling Access to Web Server Files

Lesson 2: Securing an IBM® Lotus® Domino® Web Server
Topic 2A: Using a Certifying Authority
Topic 2B: Setting Up SSL on a Server

Lesson 3: Setting Up SSL and S/MIME for Clients

Topic 3A: Setting Up Web Browsers for Server Authentication

Topic 3B: Setting Up IBM® Lotus Notes® Clients for Server Authentication

Topic 3C: Setting Up SSL Client Authentication and S/IMIME

Topic 3D: Setting Up the Server for Client Authentication

Topic 3E: Setting Up Internet Clients for Client Authentication

Topic 3F: Setting Up an IBM® Lotus Notes® Client for SSL Client Authentication and S/IMIME

Appendix A: Worldwide Corporation Infrastructure Plan
Supplemental Lesson Worldwide Corporation Infrastructure Plan
Appendix B: Course Scenario

Appendix C: Certification and Exam Competencies

Appendix D: Instructor Preparation
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